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Big data, the cloud and mobile technology are impacting businesses in ways  
never seen before. Although these advances are fueling the modern enterprise,  
they are also significantly increasing security risks. Traditional perimeters from both 
a physical and digital perspective are dissolving as businesses reshape their organi-
zations around how and why modern, tech-focused enterprises think about security. 
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Making Sense of 
Enterprise Security 
A Philosophical View
Humans have a habit of doing things with  
technology that go far beyond its original 
purpose; a characteristic that has been critical  
in the evolution of our species. Unfortunately,  
it is this same attribute that makes security 
such a difficult thing to control and monitor.  
As individuals and organizations leverage  
technology for both its intended and unintended 
uses, it is nearly impossible to compensate for 
threats, both externally and internally. Essentially, 
enterprise security is reactive by nature,  
not proactive.   

Economic View 
When it comes to security, there are no simple 
solutions that address the complicated  
challenges of the modern enterprise. Instead, 
there are hundreds, if not thousands, of distinct 
solutions which ultimately suggests that buyers 
and sellers within the industry are operating in a 
relatively uncertain environment, especially given 
the rate at which threat actors evolve at. 

Enterprise View
With the increased adoption of cloud-based 
technology and applications, companies are 
faced with levels of intellectual property, data, 
and identity sprawl never seen before. Assets 
are becoming less and less centrally hosted and 
isolated, which has expanded the enterprise 
attack surface significantly. The challenge for 
organizations today is the increasing investment 
in both physical and digital security solutions. 

Given this, Gartner estimates that worldwide 
spending on information security products and 
services will reach US $124 billion in 2019.1 

Enterprises also have to consider IoT as an 
extensive security risk given that attacks are no 
longer constrained to IT assets, but also  
operational technology such as public  
infrastructure (traffic lights, security cameras, 
etc.), to cause actual physical damage. 

In March 2018, ransomware struck the City of 
Atlanta. Leading up to the attack, the city was 
criticized for its IT infrastructure, leaving multiple 
vulnerabilities open to attack. City services were 
halted including the law courts which prevented 
cases from proceeding, warrants being issued, 
and residents from being able to pay fines. It 
took over a week for these services to come 
back online. The virus used to attack the city 
was the SamSam Ransomware, known to target 
weaker IT infrastructures and servers. The 
malware entered the system through one of the 
many public-facing entry points and has cost the 
city $2.7 million in damages.2    

1.  https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
2.  https://www.reuters.com/article/us-usa-cyber-atlanta-budget/atlanta-officials-reveal-worsening-effects-of-cyber-attack-idUSKCN1J231M?feedType=RSS&feed-
Name=technologyNews
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1. https://www.networkworld.com/article/2268914/where-is-robert-morris-now-.html

Historical Look at 
Enterprise Security

Digital

Physical

1970s – First Hacker Attacks

During this period of information security expansion, 
network computing was in its earliest stages and 
although there was no global network linking 
devices that wanted to be connected, large 
organizations, and particularly governments, began 
to link computers via telephone lines. People 
began looking for ways to access phone lines that 
connected to computers so that they could  
steal data. These people became the first groups  
of hackers. 

1980s – Swipe Technology

Introductory swipe technology was an improvement 
over the manual locks that had dominated the 
physical security space for decades. It offered 
powerful administration, management, and trace-
ability of key cards. Knowing and controlling access 
to explicit zones took out the need to re-key as 
workers left or changed roles within the enterprise. 

1960s – Physical Security for Computers

The largest security concerns during this period of 
time was at the physical points of access. Anyone 
with the knowledge of how to operate a computer 
could easily access a facility and begin accessing 
sensitive and critical data. In order to secure 
terminals, multiple layers of security protection were 
added to devices such as passwords.

1980s – The Fight Against Cybercrime

By the 1980s, hacking had escalated into an  
international crime issue. Limited information 
security systems couldn’t contend with the contin-
uous evolution of clever approaches hackers used 
to infiltrate computer systems. This fact became 
extremely prominent when six teenagers from 
Milwaukee, known as “the 414s,” broke into military 
and corporate computer systems including the Los 
Alamos National Laboratory and the Security Pacific 
Bank. 

It was this decade that governments started to 
actively pursue hackers, although the sentences 
were exceedingly light, ranging from simple 
warnings to probation. To add context, Robert 
Tappan Morrie, who is now a faculty member 
at MIT’s Computer Science and AI Laboratory 
designed a bug to gauge the size of the Internet 
when it connected fewer than 200,000 corporate, 
military, and university computers. This bug turned 
into a virus and caused anywhere between $100,000 
and $10 million worth of damage, but he was only 
sentenced to 400 hours of community service and a 
$10,500 fine.1 

The timeline below reflects on 
the growth and development of 
enterprise security over the past 
60 years. Look at both the physical 
and digital perspectives, we can see 
how security methods have evolved 
over time to adapt to changing 
threat and technology landscapes.
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1. https://www.wired.com/2006/01/botnet-hacker-will-hack-no-more/

1990s – Proximity Cards

Over this decade, the constraints of swipe  
technology were felt. Users became frustrated 
that there had to be physical contact between the 
readers and their credentials. Moreover, physical 
wear on the cards and readers was expensive and 
tedious for administrators. Thus, the development 
of contactless technology was revolutionary in the 
access control industry. Proxy cards were charac-
terized by “low- frequency proximity technology” 
allowing for the card data to be detected a few 
inches from the reader. This technology decreased 
maintenance costs and increased user convenience.

1990s – Organized Crime and Hacking 

After the worldwide web was made available in 
1989, people began to put their personal informa-
tion online, which organized crime leaders saw as 
a revenue generating opportunity. Data theft began 
and was stolen from people and governments 
through the Internet. Firewalls and anti-virus 
programs helped protect against this, but the 
web was a mostly unsecured and rapidly growing 
network at this point.

2000s – First Generation Contactless Smart Cards

Contactless smart cards were developed to offer 
more sophisticated solutions than Proximity Cards. 
They leveraged high-frequency technology and 
featured new credentials. The two main limitations 
of Proxy cards were addressed: unencrypted 
credentials and the inability to encode the card with 
multiple IDs. Contactless smart cards and readers 
could mutually authenticate every transaction, while 
storing far more information than an ID number. 
This allowed for an increase in security/data privacy 
and multi-application functionality. However, most 
first-generation smart cards had vulnerabilities in the 
mutual authentication algorithms, making it possible 
to forge or clone credentials and gain false access. 

2000s – Cybercrime Becomes a Crime

Although governments had been pursuing cyber 
criminals for decades by now, the punishments 
remained light. This changed in the 2000s as 
governments started to recognize the severity of 
hacking. The punishments for hackers increased 
significantly in severity during this time period. For 
example, Jeanson James Ancheta used hacking to 
steal less than a millionth of a percent of what “the 
414s” stole, but was sentenced to five years  
in prison.1  

2010s – Information Security Becomes Critical 

Although criminal prosecutions, firewalls and  
anti-virus software had served as obstacles to  
cybercriminals, they have not stopped hackers who 
are knowledgeable enough to break into networks. 
We are at an inflection point when it comes to 
information security in that experts have realized 
that the best way to protect data was to make it 
truly inaccessible. To this end, data encryption, 
which scrambles data to render it unreadable to 
unauthorized users, has become more widespread. 
In many cases, encryption occurs at multiple levels, 
including on digital files, networks and during data 
transmissions. Organizations now also implement 
comprehensive information security policies that 
prevent their employees from making any mistakes 
that make data accessible to intruders.

2010s – Second Generation Contactless Smart 
Cards 

Contactless smart cards evolved further to better 
meet the need of businesses. Second-generation 
smart cards diverge from their predecessors in 
two key areas: security and applications. Today’s 
credentials are more secure due to open standards, 
which did not exist with first-generation of smart 
cards. Second-generation cards also provide users 
with a variety of applications, allowing administra-
tors to create and manage secure identities on the 
cards, mobile devices and wearable technology 
through NFC and Bluetooth. Secure printing and 
cashless vending are examples of multi-application 
use. On the other hand, physical cards can be  
lost, stolen, or damaged, which are all things that 
system administrators will have to address on a 
frequent basis. 

Physical Digital
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1. https://www.itgovernance.co.uk/dpa-and-gdpr-penalties
2. https://www.wired.com/story/california-unanimously-passes-historic-priva-
cy-bill/ 

2019 and Beyond – Biometrics for Access Control

Biometric authentication has succeeded where 
physical cards, keys, and pins have fallen short. 
By using an individual’s unique biometric character-
istics, enterprises are able to reduce administrative 
needs while providing absolute certainty of identity 
at all security points. Although previously considered 
too expensive, the falling costs of biometric 
technology over the past few years means biometric 
security at both the physical level and digital level 
is a cost-effective reality. Biometrics are difficult 
to duplicate, easy to manage, and ensure stricter 
access protocols. Additionally, people cannot “lose” 
or have their biometrics taken from them, ultimately 
allowing system administrators to have an 
indisputable audit trail.  

2019 and Beyond – The Merge of IT 
and Physical Security 

Threat actors are consistently working to improve 
their cyber weapons while becoming extremely 
sophisticated when attacking organizations, 
whether it be through ransomware, data breaches, 
or APT attacks. As data becomes the world’s most 
valuable commodity, it is more important than ever 
that cyber security is not taken lightly and that 
key players within the space continue to innovate, 
modernize and develop new solutions to protect 
information and privacy. As a result, organizations 
have begun to merge IT and physical security in 
order to better protect themselves. Defending 
against threats at both the network and device 
levels will be critical moving forward. A unified 
approach is valuable given that there will be a single 
footprint of employees when it comes to physical 
and digital enterprise security using technology that 
they already have such as mobile phones. 

The Consequences of Security 
Breaches if Not Modernized
Organizations face many consequences when they 
fall victim to data breaches. There are different costs 
associated with these attacks, whether it be paying 
back the capital that may have been taken as part 
of the breach, compensating affected customers, or 
share value plummeting.  

In addition, breached companies can be faced with 
significant fines from data protection regulators. 
For example, in the EU, organizations can be fined 
up to €20 million or 4% of annual global turnover – 
whichever is greater.1  On June 28th 2018, California 
passed a law that grants rights to transparency and 
control over the collection of personal information by 
companies in a similar means to GDPR.2 

Reputational damage can be even more daunting 
given that breaches have a negative impact on an 
organizations customer base, particularly if the 
breach involved sensitive data. People tend to lose 
confidence in the brand and don’t feel that their data 
is secure. 

Physical Digital
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Desjardins (June 2019)1 
• Data from 2.7 million people and 173,000  

businesses accessed without authorization
• Data included names, addresses, birth dates, 

social insurance numbers, email addresses, and 
information about transaction habits

• An ill-intended employee shared confidential  
information outside of the company

Cathay Pacific Airways (Aug – Oct 
2018)2  
• Data from 9.4 million passengers accessed 

without authorization 
• Data included passport numbers, identity cards, 

and credit card numbers
• Cyberattack was over the course of three months 
• Cathay Pacific had spent over $128 million USD 

over three years on IT infrastructure  

Aadhar (Aug 2017 – Jan 2018)3   
• Data from 1.1 billion registered citizens was 

accessed from India’s Aadhar database
• Datva included details about registered Indian 

citizens, including names, phone numbers,  
residences, and biometric information 

• Hackers sold access to the database at roughly 
$7.24 USD per 10 minutes

Marriott Starwood Hotels  
(2014 – 2018)4  
• Data from an overwhelming 500 million customers 

of the Starwood-Marriott network accessed 
without authorization 

• Data included mailing addresses, passport  
information, and credit card numbers 

• Hackers had been accessing network data for 
five years before Marriott finally discovered it in 
November 2018 

Careem (Jan 2018)5  
• Data from 14 million riders and 558,000 drivers 

accessed without authorization 
• Data included names, email addresses, phone 

numbers, and trip data 
• No evidence that hackers accessed passwords or 

credit card information 

Below is a list of significant 
data breaches that were 
reported since 2018:

1.  https://www.cbc.ca/news/canada/montreal/desjardins-data-breach-1.5183297
2.  https://www.bloomberg.com/news/articles/2018-11-12/cathay-pacific-says-sophisticated-data-hack-lasted-months
3.  https://www.moneylife.in/article/aadhaar-data-breach-largest-in-the-world-says-wefs-global-risk-report-and-avast/56384.html
4.  https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/?utm_term=.60df848a554
5.  https://www.reuters.com/article/us-careem-cyberattack/dubais-careem-hit-by-cyber-attack-affecting-14-million-users-idUSKBN1HU1WJ
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Improving Enterprise 
Security 

Build a Security-Minded Culture: 

Building an organizational culture that promotes 
individuals to take security seriously and play 
an active role in protecting, detecting, and 
responding to threats (both physical and digital) 
will pay dividends as threat actors continue to 
figure out new ways to infiltrate networks and 
maneuver access control systems.   

Train Talent:

Given the fact that there is a major shortage 
when it comes to Cybersecurity professionals, 
it will be more important than ever to ensure 
that these experts are given ample training and 
opportunity to develop their skills and stay at 
the front of the constantly growing information 
security wave. The shortage is so severe that 
according to CSIS, a recent survey of IT decision 
makers across eight countries found that 82% 
of employers report a shortage of cybersecurity 
skills, and 71% believe that this talent gap causes 
direct and measurable damage to  
their organizations.  

Leverage AI and Machine Learning:

As mentioned earlier, with talent in short supply, 
it is critical that organizations leverage Artificial 
Intelligence and Machine Learning to analyze 
data at scale, which ultimately amplifies the 
ability of experts to detect, investigate, and 
respond to threats over a much wider risk area.  

Adopt an Assumed Breach  
Security Approach: 

CISO’s and individuals in similar positions should 
take up an “assumed breach” mentality when it 
comes to enterprise security. This mindset will 
ultimately force a plan-ahead strategy in the 
event of a breach and will allow the organiza-
tion to respond accordingly, while also better 
preparing for potential attacks at all levels.   

Set Up a Shared Responsibility Model for 
Compliance:

With constant changes to compliance and 
regulatory requirements, organizations should be 
implementing a shared responsibility model with 
their security vendors with the goal of clearly 
designating the control boundaries to make sure 
that there aren’t any gaps.  

Use Biometrics:

Biometric devices can learn and identify the 
behavioral patterns of users during recognition 
allowing for dynamic adaptation as users change 
and grow over time. The result is a security 
system flexible enough to adapt to the user 
creating a seamless authentication method.  
The ability to choose multiple modalities or  
include biometrics into a multi-factor  
verification method also adds to the power 
of biometric authentication. 
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Use Biometrics Cont’d:

Increasing effectiveness of systems through 
biometric integration expands the breadth and 
depth of their applications. Firms can then 
choose modalities that best fits their needs and 
the needs of their end users. The elasticity of 
biometrics makes it an impressive resource as 
biometrics allow users to use themselves as an 
authenticator of their own identity. With a proof 
of identity that can’t be replicated, stolen, or 
forgotten, biometric authentication presents an 
opportunity to greatly simplify existing systems. 
What ensues is an easily scalable solution that 
decreases failed authentications and the costs 
for replacement proxy authenticators such as 
key fobs or RFID cards.   

Future Proof IT Systems:

Ensure that you are taking the long-range 
approach when implementing IT security 
systems. This means you look at things like 
preparing for the IPV4 to IPV6 transition and 
securing all network endpoints with 802.1X 
standard protocols.   

Conclusion
Securing the modern enterprise requires innova-
tive solutions from both a physical perspective 
and a digital perspective; a unified solution. It 
is key that organizations embrace the idea of 
identity as the new perimeter, given its relevancy 
to security. It is a way to tie the three things that 
organizations must protect: users, data, and 
applications. When you know the identity of the 
user, you also know what application, and what 
data that particular user is accessing.  

Enterprise security is becoming less device-cen-
tric and more user-centric. This is positive, given 
that users are now accessing data and apps 
from wherever they find themselves, through 

a number of different devices, whether it be 
their laptop in the office, their tablet at home, 
or their smartphone on the weekend. This is a 
good thing. Competitive enterprises require their 
workers to be mobile. Having said this, they also 
need a consistent system for identifying users, 
and deciding whether or not someone should be 
allowed to access data, applications, or doors. 
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