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We are entering a new era – the age of smart houses and international 
networks that include a wide range of devices, all of them exchanging 
data with each other through air saturated bits and bytes. Although a 
revolutionary trend, there are new possibilities for malicious users and 
threat actors. 

Mobile Security 
Overview
Modern technologies are becoming 
more integrated and connected 
than ever before. Mobile phones 
are increasingly intelligent and more 
capable as each generation is launched 
and handsets become just as powerful 
as computers. The IoT revolution that 
makes up what we now call “smart 
devices” such as new-generation home 
appliances, wearable technology, and 
virtual assistants are now equipped 
with communications functions that 
create billions of new endpoints that 
must be secure. 
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Making 
Sense of 
Mobile 
Security

A Philosophical View 
Humans have a habit of doing things with 
technology that go far beyond its original purpose; a 
characteristic that has been critical in the evolution 
of our species. Unfortunately, it is this same attribute 
that makes security such a difficult thing to control 
and monitor. As applications and the mobile space 
have grown exponentially over the past decade, so 
has the threat landscape. Security has always been 
reactive by nature as opposed to proactive, a trend 
that will require reversing if organizations wish to have 
a competitive advantage in the coming years.

Economic View 
Organizations face many consequences when they 
fall victim to data breaches. There are different costs 
associated with these attacks, whether it be paying 
back the capital that may have been taken as part 
of the breach, compensating affected customers, or 
share value plummeting. Also, breached companies 
can be forced to pay significant fines through 
data protection regulators, in the EU for example, 
organizations can be fined up to €20 million or 4% of 
annual global turnover – whichever is greater.1  

Enterprise View 
With the increased adoption of cloud-based 
technology and applications, companies are faced 
with levels of intellectual property, data, and identity 
sprawl never seen before. Assets are becoming less 
and less centrally hosted and isolated, which has 
expanded the attack surface significantly. Enterprises 
also have to consider IoT as an extensive security risk 
given its exponential growth.

1https://www.itgovernance.co.uk/dpa-and-gdpr-penalties
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Mobile Security 
Risks
IoT 
As the IoT revolution ramps up, so does the need to secure and manage its endpoints. 
Currently, there are around 23 billion connected “Things” with that number rising to over 75 
billion by 2025.2 That’s 75 billion endpoints delivering essential functionality at the edge of 
your network – things like wearable technology, connected cars, smart homes, smart retail, 
and many other applications that haven’t even been invented yet. In the past, IoT devices 
have had poor security and are prime targets for cybercriminals. In October 2016, there was 
a series of DDoS attacks that caused major internet platforms and services to be unavailable 
for large groups of users in both Europe and North America. This cyberattack was executed 
through a botnet that was made up of many IoT devices such as printers, cameras, baby 
monitors, and consumer-grade routers.3 Some of the services that were affected by the 
attack included Airbnb, Etsy, Shopify, and Twitter.4

2https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
3https://www.wired.com/2016/10/internet-outage-ddos-dns-dyn/
4https://www.adweek.com/digital/major-cyber-attack-hurting-twitter-spotify-etsy-shopify-and-other-sites-174214/
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The number 
of public Wi-Fi 
hotspots worldwide 
has tripled to 
362 million 
since 2016

Unsecured Networks
The number of public Wi-Fi hotspots worldwide has 
tripled to 362 million since 2016, according to database 
leader Statista.5 This runs parallel with the fact that an 
increasing amount of organizations are offering remote work 
opportunities to their employees. More and more employees 
are connecting outside the office via unprotected networks, 
exposing corporate data in the process. This acceleration 
in mobility over the past few years has increased attacks 
perpetrated through unprotected networks, often 
called Man-In-The-Middle attacks, which happen when 
communication between two parties is intercepted by a 
third player. 

 5https://www.statista.com/statistics/677108/global-public-wi-fi-hotspots/
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Data Breaches

Data breaches are constantly making headlines in the 
news given the fact that they occur so frequently and 
can cost organizations so much, both financially and 
reputationally. In 2018, the Verizon mobile security 
report found that 25% of healthcare organizations fell 
victim to some sort of data breach with 67% reporting 
the attack to be major. According to this same report, 
the number of security incidents involving mobile 
devices has increased over the past year with 80% of 
companies saying that they were at risk from mobile 
threats such as data breaches, social engineering, 
crypto-jacking, and wi-fi interferences.6

Additionally, not every corporate security threat can 
be classified as attacks from outside cybercriminals. 
Unfortunately, data leaks are often a result of malicious 
or accidental behavior from insiders, which is why it 
is critical that each employee only have access to the 
systems and data they need, when they need them. 
We can see the importance of this when looking at the 
Desjardins data breach of July 2019 and its severity. 
An employee with “ill intentions” collected social 
insurance numbers, names, birth dates, and email 
addresses of approximately 2.7 million people and 
173,000 businesses.7

6https://enterprise.verizon.com/resources/reports/msi-2019-report.
pdf?mkt_tok=eyJpIjoiWkRZell6TTJNR0l6WmpZMSIsInQiOiJzU1REY-
0lzWHNqWGtxS0NreGVBZEV3M3pLblhnMEZHbHFWSmpOZ09TVkx-
UeEN5Y3lRMEFVcUkxMnk3ajgxTk5GSDJTS2h2OVZZQThmMlVGSUx-
Zc0JpTVZ4VTlickF6XC9lSnF3TWRSaWJhTzRzamNOd29qV01iTXJ-
ZajUreHVUclwvIn0%3D

7https://www.cbc.ca/news/canada/montreal/desjardins-former-presi-
dent-identity-theft-data-breach-1.5210717
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Improving Mobile 
Security with 
Biometrics

Whether it’s for internal networks or client security, 
mobile biometrics can provide organizations with 
exact identity assurance of who is accessing secure 
applications or approving high-risk transactions. Biometric 
access control can be implemented at any level of the enterprise 
with connections to and from your network that are secure, 
monitored and logged, while ensuring that users will be unable to 
share pins or passwords leaving the enterprise’s points of access 
vulnerable to attack. 

From downloading sensitive files or completing high-risk 
business transactions, trusted connections require knowing 
who is on the other side. Biometrics for mobile access to secure 
networks or files creates an indisputable audit trail of users 
accessing or attempting to access sensitive information. This 
audit trail can be used to detect malicious activity, access event 
anomalies and can be used to determine effective incident 
management strategies.

Implementing biometrics at the mobile level not only creates 
a layered defense against unauthorized access via biometric 
identity authentication but also helps secure your network by 
monitoring mobile access points.
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Conclusion 
As part of a mobile security solution, biometrics can provide a much 
more accurate proof of identity than a password ever could. This 
enhances security while boosting overall convenience for the end 
user. As more mobile devices continue integrate biometric sensors 
and software, companies are also adopting biometric authentication 
as part of their identity and access management architecture. 
Biometric authentication is an important factor for a more secure, 
stronger and convenient method for defense against the increase in 
cyber-attacks, breaches and fraud.
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