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Overview

This e-book will provide valuable insight 
into the implications of security breaches 
in data centers, and why legacy solutions 
are no longer suitable given the modern 
threat landscape. This document is broken 
into the following sections:  

1. The Data Center: Security & Growth  
 

2. Physical Security: Threats and 
Regulations       
 

3. The Innovation: Biometrics for Security
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The Data Center: 
Security & Growth  
“Good Enough” is No Longer 
Enough
Security is high on any data center manager’s 
list of priorities. According to Gartner, global 
spending on information security products and 
services will reach more than $124 billion in 
2019, up 8.4% from 2018.1 It’s not difficult to 
understand why, when you consider the devas-
tating impact that downtime or data theft can 
have on a business; In 2016 the average cost 
of a data center outage was $740,000 with the 
highest cost of the studied centers being over 
$2.4 million.2

The data center industry has grown and 
benefited from the innovations in critical systems 
management, power/cooling and DCIM  tech-
nology. So, when it comes to physical security, 
why has innovation remained relatively stagnant?
 

Securing the Perimeter 
Maybe there hasn’t been much innovation in 
cabinet security because the focus is always 
on perimeter security. Fences, security guards, 
multi-factor authentication at mantraps and entry 
points are all given security measures at all data 
centers. The question has always been;  

When your perimeter security is strong, is 
it necessary to spend additional dollars for 
server cabinet locks?

Even as regulations and compliance have 
adapted to enforce stricter control and visibility 
into access events, authenticators such as key 
locks, PIN codes or access cards are still the de 
facto methods used. These approaches are often 
combined to produce a “dual-factor” solution 
that requires two methods of authentication 
before a cabinet can be opened.

Dual-Factor Security
Dual-factor authentication uses two factors 
of authentication to confirm your identity as a 
user with access. It’s typically a combination of 
something you have, something you know, or 
something you are.  

1.  https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
2.  https://www.vertiv.com/globalassets/documents/reports/2016-cost-of-data-center-outages-11-11_51190_1.pdf

The concept of “good 
enough” is no longer an 
acceptable approach to 
data security in 2019, and 
certainly won’t be as we 
move forward.

https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
https://www.vertiv.com/globalassets/documents/reports/2016-cost-of-data-center-outages-11-11_51190_1.pdf
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Here at BioConnect, we’ve audited many data 
centers. There have been instances where our 
clients want a dual-factor solution, but their 
understanding of “dual-factor” was two separate 
key-locks used in tandem to gain access to any 
cabinet in a block. This poses issues such as; 
where would these keys be stored? Who would 
have access to the keys? etc. In this case, the 
client kept the keys separate, but to open a 
cabinet, both the key holders and maintenance 
staff needed to be scheduled. This logistical 
nightmare made access difficult for everyone 
and didn’t provide useful data about access 
events within their facility. 

Growth of the Data Center 
Previously, data centers focused primarily on 
storage of information and disaster recovery. 
Geographic diversity was required for backup 
and data was retrieved on a periodic basis.  
Due to the rise of mobility and wearable  
technology, new requirements for latency now 
exist that have yet to be seen at scale. The focus 
has shifted to analyzing and processing data for 
on demand access. 

The modern data center has risen in importance 
across all business sectors with the proliferation 
of IoT. This increase triggered an explosive 
expansion in the need for data. Demand for 
high-quality, immediate access to data across a 
range of devices and applications continues at 
an astounding rate. This rapidly increasing traffic 
drives the need for more data storage, resulting 
in continuous expansion of the global data 
center market.  

The amount of information growth between 2017 
and 2020 is expected to increase by 50x the 
rate it is today. To accommodate this enormous 
amount of data, we see major growth in the 
colocation data center market as 39% of organi-
zations’ IT and data processing needs are met by 
cloud resources. This is expected to increase to 
51% over the next two years.1

Growth in Cloud and 
Colocation Sectors
Oppenheimer estimates that by 2021 the major 
cloud vendors will control 65% of the global 
computing capacity.2 Eventually, just 25% of 
enterprises in North America will build a new 

1. https://www2.gemalto.com/cloud-security-research/
2. https://www.logicworks.com/blog/2016/01/benefits-managed-colocation-datacenter-aws/
3. https://www.techrepublic.com/article/report-despite-cloud-growth-on-premise-data-centers-still-dominate-enterprise-compute/

https://www2.gemalto.com/cloud-security-research/
https://www.logicworks.com/blog/2016/01/benefits-managed-colocation-datacenter-aws/
https://www.techrepublic.com/article/report-despite-cloud-growth-on-premise-data-centers-still-dominate-enterprise-compute/
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Physical Security: 
Threats and 
Regulations  
Any form of data breach can prove costly from 
a financial and a reputational perspective. The 
number of annual cyber security breaches 
continues to climb as the amount of breached 

records in the first half of 2018, more than 
doubled that of 2017.3

Having said this, cyber breaches aren’t the only 
cause for concern as physical breaches pose 
a threat to data security as well. However, due 
to the technical and administrative elements of 
physical security, it’s often overlooked. Most 
organizations focus on technology-oriented 
security countermeasures to prevent cyber 
hacking attacks. 

Unfortunately, hacking into network systems isn’t 
the only way sensitive information is stolen or 
used against an organization. 

data center when they run out of space in 
existing properties. A whopping 76% will choose 
colocation or cloud computing, followed by 
62% who will consolidate existing data centers. 
Colocation providers will continue expansion 
activities to bring online larger, network-enabled 
footprints to accommodate these workloads.3

Growth in the Enterprise 
Sector
While many companies are moving some of their 
workloads to the cloud, 65% of workloads remain 
in enterprise owned and operated data centers.1 
According to Uptime Institute, on-premise 
solutions remain dominant in the enterprise due 
to massive growth in business-critical applica-
tions and data for digital transformation.

451 Research Agency reported that nearly 90% 

of data center operators in North America and 
Europe had plans to increase data center facility 
spending.2 Most are generally reluctant to build 
new data centers, so larger data centers are 
simply older facilities that have to be upgraded 
to support the consolidated capacity. Still, while 
enterprises are planning to spend more on data 
center infrastructure, there will be fewer actual 
data centers as enterprises consolidate smaller 
data centers into large centralized ones.

1. https://www.techrepublic.com/article/report-despite-cloud-growth-on-premise-data-centers-still-dominate-enterprise-compute/
2. https://www.datacenterknowledge.com/archives/2015/07/02/enterprise-data-center-investment-expected-to-grow/
3. https://blog.gemalto.com/security/2018/10/09/breached-records-more-than-doubled-in-h1-2018-reveals-breach-level-index/

of data centers plan to increase data center 
facility spending in older facilities instead of 

building new centers.

All the firewalls, 
cryptography and other 
security measures 
would be useless if the 
attacker walks through 
the front door.

https://www.techrepublic.com/article/report-despite-cloud-growth-on-premise-data-centers-still-dominate-enterprise-compute/
https://www.datacenterknowledge.com/archives/2015/07/02/enterprise-data-center-investment-expected-to-grow/
https://blog.gemalto.com/security/2018/10/09/breached-records-more-than-doubled-in-h1-2018-reveals-breach-level-index/
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Insider Attacks 
An insider attack is done by someone with 
legitimate access to the network. Because infor-
mation is easily accessible, it’s possible for an 
insider to steal, copy, delete, misfile or change 
data. Insider threats can be some of the most 
damaging, regardless of whether they malicious 
or accidental. 

This is an especially concerning for colocation 
data centers hosting data for multiple clients. 
Once inside, an insider could have access to  
the server racks of other customers’ as well as 
their own. 

But what is a provider to do? How can you 
improve insight into identity and access events 
that occur in a physical security setting?

Compliance Adjustments  
As technology improves and the cyber security 
landscape becomes more complex, data center 
standards have adapted to meet more stringent 
regulatory and customer requirements. As data 
breaches become more and more commone, 
ensuring your data center is compliant and 
exceeding industry security standards is of the 
utmost importance.

Depending on the data being stored in the 
center, various governing bodies (PCI, HIPAA, 
AICPA SOC, etc.) enforce the security standards. 
These groups requires entities handling or storing 
data to adhere to specific asset documentation, 
configuration and change management, as well 
as trans-parent documentation and physical 
access security policies.

How Requirements Have 
Evolved with PCI DSS
In the financial sector, data protection and 
corporate responsibility legislations fall under 
PCI DSS (Payment Card Industry Data  
Security Standard). 

In 2017, PCI 3.2 implemented changes calling for 
multi-factor authentication as a requirement for 
any personnel with non-console administrative 
access to card data systems. Factors included, 
something known (password or pin), something 
in the users possession (card or key) and 

1. https://www.pcisecuritystandards.org/pdfs/PCI_DSS_Resource_Guide_(003).pdf

something the user is, such as biometrics.
While the changes are open to interpretation, 
many data centers are putting infrastructure in 
place that will fulfill future iterations PCI DSS to 
avoid re-placement costs multiple times over.

The Importance of Identity 
Certainty
Unauthorized access to data center resources 
can result in financial losses due to downtime 
and business disruption, loss of records, the 
compromise of confidential corporate data and  
a general loss of a competitive advantage.

https://www.pcisecuritystandards.org/pdfs/PCI_DSS_Resource_Guide_(003).pdf


Data Center Security | 7

The Innovation: 
Biometrics For Security
Why Biometrics? 
The role of data centers over the years has 
changed to offer agility and competitive strength 
to enterprises. As a result, innovation inside the 
data center has brought insight and clarity to the 
data storage market.

Why is this important? To provide assurance to 
the C-Suite of an enterprise data center and to 
the customer of a colocation/cloud operation 
that their data will remain safe. The previous 
technology innovation came in the form of 
power, cooling, design of structures, and basic 
functions centered on high levels of availability 
and redundancy.

Now with the changing market, innovation 
surrounds data center hardware; being servers, 
storage, or network equipment. We can see the 
technology shift of cabinet locks from keys, to 
card readers and now to cards with biometric 
fingerprint access, allowing each server cabinet 
to offer secured access granted only to autho-
rized personnel.

Given the ever-present risk of data breaches, 
the need for physical security at the rack 
level is critical. These security measures must 
maximize cost efficiencies while barring access 
to unwanted intruders. They should also deliver a 
complete audit trail providing a clear overview of 
access, reporting the irregularities to those with 
the power to act. 

At the cabinet level, what was once a straight-
forward steel structure is now a sophisticated 
device critical to the needs of today’s  
data centers. 

While a permanently staffed security presence at 
a data center is common, it only forms part of a 
multi-layered approach to security. As data 
center security compliance and the demand of 
collocation centers increase, security at the 
cabinet level fills the gap. 

The data center industry and their customers still 
face very real threats from social engineering, 
human error and malicious activity. Without 
an ability to track and produce audit logs with 
complete certainty for customer and personnel 
access down to the granularity of who opened 
a server cabinet and when, the data center is 
opening themselves to risk.

When it comes to restricting access to data, 
securing the cabinets and racks that house 
servers and other active equipment is necessary. 
Managing and provisioning physical tokens, 
badges or cards is a costly endeavor for  
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data center providers and results in friction for 
users. Not only that, but these tokens can be 
shared, lost or forgotten resulting in a potential 
security risk to sensitive information. 

Biometric Adoption
With all these factors considered, data centers 
were one of the earliest adopters of biometric 
technology. Biometric authentication succeeded 
where physical cards and tokens have fell short. 
By using an individual’s unique biometric  
characteristics, the data center and their 
customers reduced administrative needs while 
providing absolute certainty of identity at all 
security points.

Although previously considered too expensive, 
the falling costs of biometric technology over 
the past years means biometric security at the 
cabinet level is a cost-effective reality and a 
growing number of data centers are upgrading 
their locations.

All in all, biometrics are difficult to duplicate, easy 
to manage, and ensure stricter access protocols. 
All these and more are key reasons why data 
centers have started to embrace and implement 
this technology at a widespread level.

This integration ensures a trail of identity that 
can prevent physical data breaches. Through 
proactive approaches, data centers have 
protected themselves and their customers 
against these breaches and their costly  
ramifications. Implementing a multi-layered 
security solution that includes cabinet level 
biometric authentication increases the safety of 
user data and the centers reputation as a  
trust-worth provider.
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