
As data becomes the world’s most valuable commodity, 
it is more important than ever that cyber security is not 
taken lightly and that key players within the space 
continue to innovate and develop new solutions to 
protect information and privacy. 

From a cyber security perspective, 2018 was certainly a 
challenging year. Threat actors consistently worked to 
improve their cyber weapons while becoming extremely 
technically sophisticated when attacking organizations, 
whether it be through ransomware, data breaches, or 
APT attacks.

The 2018 Threat Landscape
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City of Atlanta

In March 2018, ransomware struck the City of Atlanta. 
Leading up to the attack, the city was criticized on its IT 
infrastructure, leaving multiple vulnerabilities open to 
attack. City services were halted including the law 
courts which prevented cases from proceeding, 
warrants being issued, and residents being able to pay 
fines. It took over a week for these services to come 
back online. The virus used to attack the city was the 
SamSam Ransomware, known to target weaker IT 
infrastructures and servers. The malware entered the 
system through one of the many public-facing entry 
points and has cost the city $2.7 million in damages.

Marriott Hotels Data Breach
In November 2018, the world’s second largest data 
breach occurred when over 500 million customers of 
the Marriott-owned Starwood Hotels had records such 
as name, postal address, phone number, email 
address, and passport number exposed.

Exactis

In June 2018, data broker Exactis left a database 
exposed on a publicly accessible server and over two 
terabytes of information including the email addresses, 
physical addresses, and phone numbers of nearly 240 
million Americans citizens and businesses was 
compromised. 

Top: City Of Atlanta faced a 
ransomware attack in March 
2018. Left: In November 
2018 Marriott Hotels had a 
major data breach. Right: 
Data brokers Exactis 
exposed millions of their 
customers information.



Customizable TLS Certificate Authentication

802.1X Network Compatibility

IPV4/V6 Dual-Stack Network Support

Multi-Layer Data Encryption

The 2019 Solution

As cybersecurity threats evolve, organizations continue 
to develop more sophisticated ways of protecting their 
data. For example, historical breaches have shown us 
that endpoint biometric or IP enabled devices are 
equally susceptible to risk as traditional network 
breaches. Devices can be forcibly removed from the 
wall, and a cybercriminal would have direct access to 
Weigand data or to the network itself. As a result, 
organizations have begun to merge IT and physical 
security in order to better protect themselves.    

BioConnect has helped bridge this gap through a 
solution called CyberShield which provides both 
physical and IT security components. The solution 
was designed in partnership with one of the largest 
technology companies in the world to meet strict 
security and compliance requirements. It is the most 
advanced form of protection for biometric devices and 
critical data and was specifically developed for the 
modern enterprise. Ultimately, CyberShield will play 
an extensive role in ensuring that enterprises are as 
proactive as can be when it comes to defending against 
cyber security threats at both the network and 
device levels:  

Both: Though they are more 
secure than legacy technology, 
biometric hardware is still 
susceptible to attacks.
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To find out more about CyberShield, contact our sales team at sales@bioconnect.com
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