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What is 
the HIPAA?
The Health Insurance Portability and 
Accountability Act established in 1996 represents 
a series of regulatory standards that summarize 
the lawful use and disclosure of secured or 
protected health information (PHI). The HIPAA 
compliance is regulated by the Department 
of Health and Human Services (HHS) and is 
enforced by the Office for Civil Rights (OCR). The 
HIPAA compliance has been a continuous and 
reliable civilization that health care organizations 
across the world have implemented in order to 
successfully protect their security and privacy of 
highly protected health information. 

PHI are highly classified and preserved pieces 
of information that can be accessed in order to 
identify a patient or client of a HIPAA-beholden 
entity. For example, some PHI includes full legal 
names, addresses, contact numbers, Social 
Security numbers, medical records, financial 
information, etc. PHI can be accessed both 
physically and electronically (ePHI), as both are 
considered to be a HIPAA regulatory standard. 
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The HIPAA regulation has identified two types of organizations 
that should and must invest in becoming HIPAA compliant. 

1. Covered Entities: The HIPAA regulation defines a covered 
entity as any organization that gathers, develops, or 
transmits protected health information electronically. Health 
care organizations that are considered as covered entities 
include health care providers (ex. Family doctor), health care 
clearinghouses, and health insurance provides (ex. Kanetix 
Health Insurance). 

2. Business Associate: The HIPAA regulation defines a 
business associate as any individual or organization that 
comes in contact with any source of PHI, for which the 
information is consumed in order to perform on behalf of a 
covered entity. A business associate represents that of a 
large range of individuals and organizations such as billing 
companies, money management firms, IT providers, shredding 
companies, accountants, lawyers, etc. 

Although there are several groups of individuals and 
organizations that could and should become HIPAA compliant, 
both covered entities and business associate remain as the 
primary two that must become a HIPAA compliant for the benefit 
of their professions. 01

Who Should Be 
HIPAA Compliant?

01 What is HIPAA Compliance? - https://compliancy-group.com/what-is-hipaa-compliance/

https://compliancy-group.com/what-is-hipaa-compliance/
https://compliancy-group.com/what-is-hipaa-compliance/
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HIPAA Breach Notification Rule
According to the U.S. Department of Health 
and Human Services, the HIPAA Security 
Rule sets national standards for the protection 
of health information that is held or transferred 
in electronic form. The HIPAA Security Rule 
applies to both covered entities and business 
associates due to the potential exchange/
sharing of ePHI. With the protection of PHI, 
the Security Rule incorporates all physical, 
administrative, and technical safeguards 
that must be placed within all health care 
organizations. All information transmitted 
within these regulations must be documented 
in the organizations HIPAA Policies and 
Procedures. All employees are required to 
be trained on these specific Polices and 
Procedure yearly and be documented.  

HIPAA Omnibus Rule
The HIPAA Omnibus Rule is simply an 
appendix of the HIPAA regulations that 
was created in order to apply the HIPAA to 
business associates, in addition to covered 
entities. The rule states that all business 
associates must be HIPAA compliant and 
also outlines the rules relating to Business 
Associate Contract/Agreements. These 
Agreements state that a mutual arrangement 
must be made between a covered entity and a 
business associate, or between two business 
associates-before any PHI or ePHI can be 
shared amongst the organizations. This rule 
is essential as it outlines the importance of 
PHI or ePHI, and the security that must be 
implemented to protect such intelligence.

HIPAA Privacy Rule
According to the U.S. Department of Health 
and Human Services, the HIPAA Privacy Rule 
establishes national standards for patients’ 
rights to protected health information. The 
HIPAA Privacy Rule only applies to covered 
entities and the regulatory standards must 
be documented in the organizations HIPAA 
Policies and Procedures. All employees 
are required to be trained on these specific 
Policies and Procedures yearly and 
be documented.

HIPAA Security Rule
According to the U.S. Department of Health 
and Human Services, the HIPAA Security 
Rule sets national standards for the protection 
of health information that is held or transferred 
in electronic form. The HIPAA Security Rule 
applies to both covered entities and business 
associates due to the potential exchange/
sharing of ePHI. With the protection of PHI, 
the Security Rule incorporates all physical, 
administrative, and technical safeguards 
that must be placed within all health care 
organizations. All information transmitted 
within these regulations must be documented 
in the organizations HIPAA Policies and 
Procedures. All employees are required to 
be trained on these specific Polices and 
Procedure yearly and be documented.  

HIPAA Compliance Rules02

02 HIPAA Security Rule - https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html

https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
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Self-Audits 

In collaboration with the HIPAA Privacy & Security 
Standards, all covered entities and business associates 
are required by HIPAA to perform yearly audits of their 
companies in order to assess any compliant disparities in 
their Administrative, Technical, and Physical Safeguards. 
Although many organizations may think otherwise, under the 
HIPAA Standards & Regulations, a Security Risk Assessment 
is not qualified to assess the level of compliance of a desired 
organization, as it is only a single essential audit that HIPAA-
beholden entities are designated to conduct, in attempt to 
contain their compliance yearly. 

 » Administrative Safeguards: 
The HIPAA’s Security Rule defines 
administrative safeguards as 
“administrative actions, policies, and 
procedures, to manage the selection, 
development, implementation, and 
maintenance of security measures 
to protect electronic protected health 
information, and to manage the conduct of 
the covered entity’s workforce in relation 
to the protection of that information”.

Include: Security Management 
Process, Assigned Security 
Responsibility, Workforce Security, 
Information Access Management, 
Security Awareness & Training, 
Security Incident Procedures, 
Contingency Plan, Evaluation, 
Business Associate Contracts.

 » Physical Safeguards: Are simply 
physical measurements, policies, 
procedures that are conducted to protect 
a covered entities electronic information 
and any other personal belongings from 
external unauthorized intruders.  

Include: Access Controls, 
Workstation Use & Security, Device & 
Media Controls. 

 » Technical Safeguards: Are policies 
and procedures that are placed in effect 
for a piece of technology that protect 
electronic health information and is 
capable of controlling access to it.

Include: Access Control, 
Audit Control, Integrity, Entity 
Authentication, Transmission Security.

HIPAA 
Compliance 
Standards 
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Remediation Plans
The moment all covered entities and business associates 
have successfully identified their disparities in compliance 
to the 3 primary self-auditing safeguards, they must directly 
introduce and implement remediation plans in order to prevent 
any violations that could end up costing their compliancy. All 
remediation plans must be documented, archived, and include 
specific dates of when the disparities were, or will be remedied. 

Policies, Procedures, and Documentation 
In order for covered entities and business associates to be 
HIPAA compliant, they must generate policies and procedures 
that directly correspond to the HIPAA regulatory standards, 
outlined by the HIPAA Security Rules. All these policies and 
procedures must be maintained and regularly updated to 
account for any changes made to the organization. All HIPAA-
beholden organizations are required to record and archive all 
efforts they take to become a HIPAA compliant due to potential 
violations that may occur in the process. 

Business Associate Management 
Covered entities and business associates must document all 
dealers with whom they share any form of protected health 
information, and also finalize and perform Business Associate 
Agreements to ensure the security of all health information. All 
Business Associate Agreements must be reviewed every year 
in order to account for any changes that have occurred with 
certain companies.  

Incident Management 
If a covered entity or business associate encounters a situation 
where their data has been breached, they must document the 
breach and notify all its patients that their data had been stolen 
in consonance with the HIPAA Breach Notification Rule.  
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To protect and ensure HIPAA compliance, the U.S. 
government passed a supplemental act, The Health 
Information Technology for Economics and Clinical Health 
(HITECH) Act. The HITECH Act is responsible for increasing 
the cost of penalties when organizations violate the HIPAA 
Privacy and Security Rule (non-compliant). The act was 
initially placed among the HIPAA compliance due to the 
development of health technology and the increased use, 
storage, and transportation of ePHI. 

Nowadays, data security continues to be in high demand 
due to the increase in the use and sharing of electronic 
information. Today, high-quality care requires all healthcare 
organizations to meet this continuous developing demand 
for data, while also adhering to the HIPAA standards and 
protecting secured health information. Health Organizations 
that contain a data protection strategy allow them to 
ensure the security of PHI, enable & develop trust within 
their patients, meet HIPAA and HITECH regulations, and 
maintain greater visibility & control of susceptible information 
throughout a specific company. 

Ensuring and Meeting 
HIPAA Compliance
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A HIPAA violation is any breach in an organizations compliance program that results in an 
ineffective, incomplete, and outdated HIPAA compliance program, or an explicit infraction of 
an organizations policies such as compromising the integrity of PHI or ePHI. 

Under the HIPAA regulation, there exists two types of breaches that contain different 
protocols that must be followed once a data breach has occurred. The HIPAA Breach 
Notification Rule differentiates between two distinct forms of breaches for covered entities 
and business associates.

HIPAA 
Violations03

1. Meaningful Breach
A data breach that affects more than 
500 individuals in a single jurisdiction. 
All affected individuals must be 
notified that their data was involved 
in a minor data breach within 60 
days of discovering the breach. It is 
highly recommended that local law 
enforcements agencies and the local 
media agencies are rapidly contacted 
upon discovery of the breach in order to 
alert the public and affected individuals. 

2. Minor Breach
A data breach that affects fewer than 
500 individuals in a single jurisdiction. 
All affected individuals must be notified 
that their data was involved in a 
minor data breach within 60 days of 
discovering the breach.

03 2019 HIPAA Requirements - https://digitalguardian.com/blog/what-hipaa-compliance

https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://digitalguardian.com/blog/what-hipaa-compliance
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Case 
Study
Anthem, Inc. 
Anthem is an independent licensee of the Blue Cross and Blue Shield 
Association that provides health benefits and medical care coverage to one 
in eight Americans across the nation. On October 16, 2018, Anthem Inc was 
involved in violating the HIPAA rules and standards, which resulted in them 
agreeing to pay $16 million to the U.S. Department of Health and Human 
Services, Office for Civil Rights (OCR). This led to the largest U.S. health data 
breach in history as it exposed ePHI of nearly 79 million people.04

04 Record HIPAA Settlement - https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-
hipaa-settlement-following-largest-health-data-breach-history.html

https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-hipaa-settlement-followi
https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-hipaa-settlement-followi
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