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What is 
the PCI DSS?
PCI DSS compliance is an extensive set of 
standards and regulations that state that all 
merchants and service providers who store, 
process, or transmit customer payment card data 
must all contain secured control policies and 
procedures. Through the use of PCI DSS standards, 
sever hosting policies are conducted to ensure 
the security of the environment in the presence 
of a credit card processing. The standards are 
continuously updated by the PCI Security Standards 
Council when needed. 

The PCI Security Standards Council are primarily 
responsible for managing the security standards, 
while compliance with the PCI Security Standards 
are enforced by the payment card brands. There are 
currently 12 PCI DSS standards in play, and they all 
apply to organizations that are involved in storing, 
processing, or transmitting cardholder information. 

01 PCI DSS Compliant - https://www.volico.com/services/colocation/certifications-and-compliance/pci-compliant/
02 PCI Security Standards Council - https://www.pcisecuritystandards.org/

https://www.volico.com/services/colocation/certifications-and-compliance/pci-compliant/
https://www.pcisecuritystandards.org/
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According to the 2018 Verizon Payment Security Report, only 
52.5% of all organizations are 100% PCI compliant, of which 
39.7% of companies are American. Considering the U.S. contains 
some of the largest companies in the world, it’s evident that 
since such a low percentage of American companies are fully 
PCI compliant, many businesses could be in jeopardy. When 
companies are PCI DSS compliant, they place their organizations 
in a position where their data is fully secured, customers trust in 
the companies’ capabilities, and in the event of a data breach, 
PCI DSS can help lower potential fines and lawsuits placed on 
the company. The importance of PCI DSS is evident for both 
businesses and customers. At the end of the day, the customers 
are giving these organizations permission to handle their personal 
information, and should the information be stolen, there contains 
several repercussions beyond just a simple theft. By being PCI 
DSS compliant, businesses can enhance and induce trust in its 
security, clients, and the overall brand. 

The Impotance of  the 
PCI DSS Compliance

03 2018 Payment Security Report - https://enterprise.verizon.com/resources/reports/2018_payment_security_
report_en_xg.pdf

https://enterprise.verizon.com/resources/reports/2018_payment_security_report_en_xg.pdf
https://enterprise.verizon.com/resources/reports/2018_payment_security_report_en_xg.pdf
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1. Install, setup and maintain a secured firewall to protect the 
cardholder data;

2. Do not use vendor-supplied defaults for system 
passwords and other security parameters;

3. Ensure the protection of all stored and processed 
cardholder data;

4. Encrypt transmission of cardholder data across open and 
public networks;

5. Protect all systems against malware and anti-virus 
software and ensure they are up to date;

6. Develop and maintain secure systems and applications;

7. Restrict all access to cardholder data;

8. Assure that each person with computer access has their 
own unique ID;

9. Restrict physical access to cardholder data;

10. Monitor and log all activity on the system;

11. Regularly test all security systems and processes;

12. Maintain a policy that addresses information security to 
all employees.

PCI DSS 
Compliance 
Standards04

04 12 Requirement of PCI DSS Compliance - https://www.securitymetrics.com/blog/what-are-
12-requirements-pci-dss-compliance

https://www.securitymetrics.com/blog/what-are-12-requirements-pci-dss-compliance
https://www.securitymetrics.com/blog/what-are-12-requirements-pci-dss-compliance
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In order to achieve PCI DSS compliance, it is important 
to primarily ensure that you are meeting all the PCI DSS 
standards, and are continuously checking your compliancy 
efforts and actions. The PCI Security Standards Council has 
created a three-step model to assist in ensuring that you 
meet the PCI DSS compliance standards.05

THREE-STEP MODEL FOR ONGOING 
COMPLIANCE
PCI compliance is not linear but moves in a continual circle, 
transitioning repeatedly through these three stages

Assessment: Thjrough scoping, note card data 
that must protected, and recognize technology and 
operations invoved in transaction. Assess these element 
for vulnerability.

Remediation: Solve any vulnerability issues and offload 
any sensitive data you don’t need

Reporting: Creating and send necessary documentation 
to payment card firms and merchant acquirers.

How to Meet PCI DSS 
Compliance

05 PCI Requirements - https://www.atlantic.net/pci-hosting/requirements/

https://www.atlantic.net/pci-hosting/requirements/
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Maintaining PCI DSS compliance requires you to engage 
with PCI compliant credit card processors and banks. As 
the primary mission of compliance is to safely secure data, 
the protection of this information is only significant if that 
information continuously remains protected across the entire 
transaction cycle. First, it is crucial to employ efficient data 
security practices into your organization and have regular 
audits & quality monitoring of your PCI compliant data. In 
order to successfully secure your PCI compliant data, we 
have provided 4 key factors to imply:

1. Locate and classify all sensitive information;

2. Identify which users belong and ultimately determine 
who has the right to access what data;

3. Manage Access Control and remove any and all 
Global Access Groups;

4. Monitor the data by auditing and reporting on each and 
every file/event on a regular basis.

How to Maintain PCI 
DSS Compliance
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PCI DSS Compliance 
Violations & Penalties06

1. Non-Compliant

 » According to the PCI Compliance Blog, payment brands 
have the power of fining an acquiring bank of $5000-
$100,000 per month for violating the PCI compliance 
standards, regulations, and requirements;

 » These fines typically depend on the volume of clients, 
transactions, the level of PCI DSS that the company 
should have reached, and the time the organization has 
been non-compliant;

 » Generally, these fines are not published or reported to the 
public, but are passed on until it reaches the merchants, 
and the banks will coherently either decide on terminating 
your relationship or increasing transaction fees.

2. Penalties Even If You’re in Compliance – Fines, 
Lawsuits, Relationships

 » If your company has undergone a data breach, where 
protected card information of any bank holder has been 
stolen, these banks can fine from $50-$90 per card holder 
whose information has been endangered;

 » Termination of relationship between your organization and 
its bank processor;

 » Possible lawsuit;
 » Significant loss of trust between the specific bank 

processor and the organization.

06 Penalties for Non-Compliance - https://www.cloudworldwideservices.com/en/penalties-for-noncompliance-gdpr-
mifidii-pci-dss/
07 What are the Penalties for Non-Compliants? - https://www.pcicomplianceguide.org/faq/#15

https://www.cloudworldwideservices.com/en/penalties-for-noncompliance-gdpr-mifidii-pci-dss/
https://www.cloudworldwideservices.com/en/penalties-for-noncompliance-gdpr-mifidii-pci-dss/
https://www.cloudworldwideservices.com/en/penalties-for-noncompliance-gdpr-mifidii-pci-dss/ 
https://www.cloudworldwideservices.com/en/penalties-for-noncompliance-gdpr-mifidii-pci-dss/ 
https://www.pcicomplianceguide.org/faq/#15
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Month Level 1 Level 2

1 - 3 $10,000 monthly $5,000 monthly

4 - 6 $50,000 monthly $25,000 monthly

7+ $100,000 monthly $50,000 monthly

3. Merchant Level

 » Is associated with the number of transactions that are 
processed per year and the number of months spent in 
non-compliance

 » Level 1: 6 million+ transactions per year
 » Level 2: Between 1 and 6 million transactions per year
 » Level 3: Between 20,000 and 1 million transactions per year
 » Level 4: Less than 20,000 e-commerce transactions
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Case 
Study
Target Corporation
In 2013, one of the worlds largest retail companies, Target Corporation, 
was hacked during a busy holiday season and was sentenced to pay $18.5 
million in response to an infringement that affected more than 41 million 
consumers, leading to the exposure of personal contact information of more 
than 60 million customers. This ultimately forced a revenue loss of $440 
million in the first quarter of the year after the breach. Target has since 
overhauled its security systems and successfully settled other lawsuits that 
were related to the breach. 

08 Target Settlement - https://www.reuters.com/article/us-target-cyber-settlement-idUSKBN18J2GH

https://www.reuters.com/article/us-target-cyber-settlement-idUSKBN18J2GH
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