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3 COMPLIANCE SECURITY Introduction

In almost every boardroom, a discussion on cybersecurity 
arises. A phenomenon or state of being protected against 
unauthorized use of technology, cybersecurity continues 
to cement fear and a feeling of distrust among several 
organizations, as it progressively exposes one’s so called 
“knowledge” on effective security. A countless number of 
boardrooms have not only failed but continue to expose 
themselves into a decoy of over-reliance on audits and 
compliance as a determination for whether the organization 
has successfully minimized the amount of breaches. 

Not only are organizations falling behind on maintaining 
a highly trusted security network, but many have actually 
managed to completely eliminate themselves from the 
equation and continue to distance themselves away from a 
truly defined security system. Throughout the past decade, 
compliance was originally targeted as an acting base but 
has since developed into the ceiling. Industry standards and 
compliance frameworks represent a baseline of the absolute 
minimum, as they are intended to be universal. A framework 
only contains the power to identify and look upon a single 
snapshot in time, as opposed to managing the continuous 
state of enterprise authentication and security. At the end of 
the day, the general public has been completely and utterly 
deceived by technology, as society has managed to build up 
this concept that compliance and security are the same thing, 
when in reality, they simply aren’t. 

Introduction
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Health Insurance Portability 
and Accountability Act (HIPAA)

HIPAA: What is it?
The Health Insurance Portability and Accountability Act established in 1996 represents a series of 
regulatory standards that summarize the lawful use and disclosure of secured or protected health 
information (PHI). The HIPAA compliance is regulated by the Department of Health and Human 
Services (HHS) and is enforced by the Office for Civil Rights (OCR). The HIPAA compliance has been 
a continuous and reliable civilization that health care organizations across the world have implemented 
in order to successfully protect their security and privacy of highly protected health information. 

PHI are highly classified and preserved pieces of information that can be accessed in order to identify 
a patient or client of a HIPAA-beholden entity. For example, some PHI includes full legal names, 
addresses, contact numbers, Social Security numbers, medical records, financial information, etc. 
PHI can be accessed both physically and electronically (ePHI), as both are considered to be a HIPAA 
regulatory standard.

Who Should Be HIPAA Compliant
HIPAA regulation has identified two types of organizations that should and must invest in becoming 
HIPAA compliant. 

1. Covered Entities: The HIPAA regulation 
defines a covered entity as any organization 
that gathers, develops, or transmits protected 
health information electronically. Health care 
organizations that are considered as covered 
entities include health care providers (ex. 
Family doctor), health care clearinghouses, 
and health insurance provides (ex. Kanetix 
Health Insurance). 

2. Business Associate: HIPAA regulation 
defines a business associate as any 
individual or organization that comes in 
contact with any source of PHI, for which the 
information is consumed in order to perform 
on behalf of a covered entity. A business 
associate represents that of a large range of 
individuals and organizations such as billing 
companies, money management firms, IT 
providers, shredding companies, accountants, 
lawyers, etc.

Although there are several groups of individuals and organizations that could become HIPAA 
compliant, both covered entities and business associate remain as the primary two that must become 
HIPAA for the benefit of their professions.01

01 What is HIPAA Compliance? - https://compliancy-group.com/what-is-hipaa-compliance/

https://compliancy-group.com/what-is-hipaa-compliance/
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HIPAA Privacy Rule
According to the U.S. Department of Health and Human Services02, the HIPAA 
Privacy Rule establishes national standards for patients’ rights to protected 
health information. The HIPAA Privacy Rule only applies to covered entities 
and the regulatory standards must be documented in the organizations HIPAA 
Policies and Procedures. All employees are required to be trained on these 
specific Policies and Procedures yearly and be documented.

HIPAA Security Rule
According to the U.S. Department of Health and Human Services02, the 
HIPAA Security Rule sets national standards for the protection of health 
information that is held or transferred in electronic form. The HIPAA Security 
Rule applies to both covered entities and business associates due to the 
potential exchange/sharing of ePHI. With the protection of PHI, the Security 
Rule incorporates all physical, administrative, and technical safeguards that 
must be placed within all health care organizations. All information transmitted 
within these regulations must be documented in the organizations HIPAA 
Policies and Procedures. All employees are required to be trained on these 
specific Polices and Procedure yearly and be documented. 

HIPAA Breach Notification Rule
The HIPAA Breach Notification Rule is a set of standards that all covered 
entities and business associates must agree and follow to in the event of a 
data breach containing protected health information or electronically protected 
health information. In the HIPAA Breach Notification Rule, there are two types 
of breaches, Minor Breaches and Meaningful Breaches. Although the two 
breaches contain distinct protocols of change, organizations are required to 
report all types of breaches regardless of the severity. 

HIPAA Omnibus Rule
The HIPAA Omnibus Rule is simply an appendix of the HIPAA regulations that 
was created in order to apply the HIPAA to business associates, in addition to 
covered entities. The rule states that all business associates must be HIPAA 
compliant and also outlines the rules relating to Business Associate Contract/
Agreements. These Agreements state that a mutual arrangement must be 
made between a covered entity and a business associate, or between two 
business associates-before any PHI or ePHI can be shared amongst the 
organizations. This rule is essential as it outlines the importance of PHI or 
ePHI, and the security that must be implemented to protect such intelligence.

HIPAA 
Compliance 
Rules02

02 HIPAA Security Rule - https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html

https://compliancy-group.com/what-is-hipaa-compliance/
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Self-Audits 

In collaboration with the HIPAA Privacy & Security Standards, 
all covered entities and business associates are required by 
HIPAA to perform yearly audits of their companies in order 
to assess any compliant disparities in their Administrative, 
Technical, and Physical Safeguards. Although many 
organizations may think otherwise, under the HIPAA 
Standards & Regulations, a Security Risk Assessment is 
not qualified to assess the level of compliance of a desired 
organization, as it is only a single essential audit that HIPAA-
beholden entities are designated to conduct, in attempt to 
contain their compliance yearly. 

 » Administrative Safeguards: The HIPAA’s 
Security Rule defines administrative 
safeguards as “administrative actions, 
policies, and procedures, to manage the 
selection, development, implementation, 
and maintenance of security measures 
to protect electronic protected health 
information, and to manage the conduct of 
the covered entity’s workforce in relation 
to the protection of that information”.

Include: Security Management 
Process, Assigned Security 
Responsibility, Workforce Security, 
Information Access Management, 
Security Awareness & Training, 
Security Incident Procedures, 
Contingency Plan, Evaluation, 
Business Associate Contracts.

 » Physical Safeguards: Are simply physical 
measurements, policies, procedures 
that are conducted to protect a covered 
entities electronic information and any 
other personal belongings from external 
unauthorized intruders. 

Include: Facility Access Controls, 
Workstation Use & Security, Device & 
Media Controls. 

 » Technical Safeguards: Are policies and 
procedures that are placed in effect for a 
piece of technology that protect electronic 
health information and is capable of 
controlling access to it.

Include: Access Control, 
Audit Control, Integrity, Entity 
Authentication, Transmission Security.

HIPAA 
Compliance 
Standards 
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Remediation Plans
The moment all covered entities and business associates have 
successfully identified their disparities in compliance to the 3 primary 
self-auditing safeguards, they must directly introduce and implement 
remediation plans in order to prevent any violations that could end up 
costing their compliancy. All remediation plans must be documented, 
archived, and include specific dates of when the disparities were, or will 
be remedied. 

Policies, Procedures, and Documentation 
In order for covered entities and business associates to be HIPAA 
compliant, they must generate policies and procedures that directly 
correspond to the HIPAA regulatory standards, outlined by the HIPAA 
Security Rules. All these policies and procedures must be maintained 
and regularly updated to account for any changes made to the 
organization. All HIPAA-beholden organizations are required to record 
and archive all efforts they take to become a HIPAA compliant due to 
potential violations that may occur in the process. 

Business Associate Management 
Covered entities and business associates must document all dealers 
with whom they share any form of protected health information, and 
also finalize and perform Business Associate Agreements to ensure the 
security of all health information. All Business Associate Agreements 
must be reviewed every year in order to account for any changes that 
have occurred with certain companies. 

Incident Management 
If a covered entity or business associate encounters a situation where 
their data has been breached, they must document the breach and 
notify all its patients that their data had been stolen in consonance with 
the HIPAA Breach Notification Rule. 



8 COMPLIANCE SECURITY HIPAA | Ensuring and Meeting Compliance

To protect and ensure HIPAA compliance, the U.S. 
government passed a supplemental act, The Health 
Information Technology for Economics and Clinical Health 
(HITECH) Act. The HITECH Act is responsible for increasing 
the cost of penalties when organizations violate the HIPAA 
Privacy and Security Rule (non-compliant). The act was 
initially placed among HIPAA compliance due to the 
development of health technology and the increased use, 
storage, and transportation of ePHI. 

Nowadays, data security continues to be in high demand 
due to the increase in the use and sharing of electronic 
information. Today, high-quality care requires all healthcare 
organizations to meet this continuous developing demand 
for data, while also adhering to the HIPAA regulations and 
protecting secured health information. Health Organizations 
that contain a data protection strategy allow them to 
ensure the security of PHI, enable & develop trust within 
their patients, meet HIPAA and HITECH regulations, and 
maintain greater visibility & control of susceptible information 
throughout a specific company.

Ensuring and Meeting 
HIPAA Compliance



9 COMPLIANCE SECURITY HIPAA | Violations

A HIPAA violation is any breach in an organizations compliance program that results in an ineffective, 
incomplete, and outdated HIPAA compliance program, or an explicit infraction of an organizations 
policies such as compromising the integrity of PHI or ePHI. 

Under HIPAA regulation, there exists two types of breaches that contain different protocols that must 
be followed once a data breach has occurred. The HIPAA Breach Notification Rule differentiates 
between two distinct forms of data breaches for covered entities and business associates.

HIPAA 
Violations03

1. Meaningful Breach
A data breach that affects more than 
500 individuals in a single jurisdiction. All 
affected individuals must be notified that 
their data was involved in a minor data 
breach within 60 days of discovering the 
breach. It is highly recommended that local 
law enforcements agencies and the local 
media agencies are rapidly contacted upon 
discovery of the breach in order to alert the 
public and affected individuals.

2. Minor Breach
A data breach that affects fewer than 
500 individuals in a single jurisdiction. All 
affected individuals must be notified that 
their data was involved in a minor data 
breach within 60 days of discovering breach.

03 2019 HIPAA Requirements - https://digitalguardian.com/blog/what-hipaa-compliance

 https://digitalguardian.com/blog/what-hipaa-compliance
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Case 
Study
Anthem, Inc. 
Anthem is an independent licensee of the Blue Cross and Blue Shield 
Association that provides health benefits and medical care coverage to one 
in eight Americans across the nation. On October 16, 2018, Anthem Inc was 
involved in violating the HIPAA rules and standards, which resulted in them 
agreeing to pay $16 million to the U.S. Department of Health and Human 
Services, Office for Civil Rights (OCR). This led to the largest U.S. health 
data breach in history as it exposed ePHI of nearly 79 million people.04 

04 Record HIPAA Settlement - https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-hipaa-
settlement-following-largest-health-data-breach-history.html

https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-hipaa-settlement-following-largest-health-data-breach-history.html
https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-hipaa-settlement-following-largest-health-data-breach-history.html
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North American Electric 
Reliability Corporation (NERC)

NERC: Generally, What Is It?
The NERC is the North American Electric Reliability Corporation who is authorized by the Federal 
Regulatory Commission (FERC) to ensure the dependability and consistency of the North American 
bulk power transmission. Basically, the NERC has an overview look over all the major electrical 
power stations across North America and plays a key role in sustaining proper reliability standards 
such as training, education, and certification. The NERC also operates to ensure that the bulk power 
transmission and its critical assets are completely free of any meddling that occurs through a third 
party, due to a potential compromise of the bulk power transmission through cyber-attacks.05

NERC CIP Compliance

The NERC is responsible for enforcing NERC 
Critical Infrastructure Protection plan (CIP), where 
it places the NERC in a position where they 
remain in command of the security/protection 
of electronic perimeters and possible cyber-
attacks. The NERC CIP is a set of standards that 
outline the minimum-security requirements for 
bulk power transmission. There exists 14 NERC 
standards06 that are enforced in the U.S., but only 
11 are directly correlated to the NERC CIP. The 
CIP Committee works in tandem with the NERC 
in order to obtain feedback and decide whether 
or not to revise the current standards, or simply 
create a new set of standards. 

Who Needs to be NERC CIP Compliant

Anyone who owns, operates or is in a position 
that enables them to use bulk power systems 
must accept and abide by the NERC CIP 
compliance standards. Bulk power systems are a 
sequence of electric power generation plants that 
contain high-voltage transmission capabilities. 
They are located in several places across the 
globe and all of them are required to follow the 
NERC CIP compliance standards. 

05 Benefits of Being NERC CIP Compliant - https://blog.rsisecurity.com/benefits-of-being-nerc-cip-compliant/
06 Mandatory Standards - https://www.nerc.com/pa/stand/Pages/ReliabilityStandardsUnitedStates.
aspx?jurisdiction=United%2520States

https://blog.rsisecurity.com/benefits-of-being-nerc-cip-compliant/
https://blog.rsisecurity.com/benefits-of-being-nerc-cip-compliant/
https://www.nerc.com/pa/stand/Pages/ReliabilityStandardsUnitedStates.aspx?jurisdiction=United%2520States
https://www.nerc.com/pa/stand/Pages/ReliabilityStandardsUnitedStates.aspx?jurisdiction=United%2520States
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How to Become NERC CIP Compliant

In order to become NERC CIP Compliant, owners, operators, 
and users of bulk power systems are required to pass two 
elements related to compliance: reliability and security. 
Reliability indicates whether or not the bulk power system is 
capable of providing sufficient power to the public with the 
correct frequency and voltage and being able to provide at 
all times. The world is very unpredictable as one day the 
skies are fully clear, but on another day, could be flooded with 
thunderclouds, lightning, hurricanes, etc. Our world runs on 
sufficient power being delivered to us, and therefore, people 
expect it to be accessible at all times and costs. Bulk power 
systems must be, within reason, prepared for unanticipated 
power outages and a heavy demand for power by the public. 
In order for these power systems to be successful, they must 
continuously monitor the supply and demand of power and 
assure that they are consistently meeting their expectations. 

As technology continues to evolve, cybersecurity continues 
to cause both virtual and physical problems. In the past, bulk 
power systems were only required to accommodate and be 
prepared for unexpected power failures and short circuits 
due to certain circumstances such as bad weather. However, 
nowadays with cyber-attacks continuously rising, vital 
infrastructure assets represent a viable target for intruders. 
As a result, in order to be NERC CIP compliant, systems are 
required to be able to withstand man-made threats and in 
addition, firewalls, physical security guards, and bulk power 
systems must be greatly enhanced. 

https://blog.rsisecurity.com/benefits-of-being-nerc-cip-compliant/
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CIP-002: BES Critical Cyber-
Asset Identification

 » Scanning and identifying the system 
for vulnerability;

 » All critical cyber assets must be 
identified and computed with the correct 
communication format, which is IP/Serial;

 » All cyber assets related to Bulk Electronic 
Systems must be identified.

CIP-003: Security Management Control
 » All responsible entities who are in 

management are required to contain a 
documented security policy & program;

 » Must have a CIP senior manager in 
control of the system who also reviews 
the cybersecurity policy on a yearly basis.

CIP-004: Personnel and Training
 » All employees who have access to any 

critical cyber-assets are required have a 
cyber security training program;

 » Background checks are compulsory;
 » All employees with access to physical or 

electronic control must have their own 
unique access codes;

CIP-005: Electronic Security Perimeters
 » All Physical or Electronic Perimeters 

must be protected at all costs;
 » Firewalls must be secured and 

maintained through appropriate policies 
and regulations;

 » An electronic access point must be 
generated and secured;

 » Cyber security protocols are required 
for all bulk electronic systems and their 
respective cyber assets.

CIP-006: Physical Security Perimeter of BES 
Cyber Systems

 » Physical perimeter & access points must 
be restricted and secured;

 » Designating, identifying and documenting 
the Electronic Security Perimeters;

 » Developing processes and procedures 
such as a visual surveillance to 
monitor activity;

 » All alarms and BES cyber systems must 
be active and functional.

NERC CIP Compliance Standards
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CIP-007: Systems Security Management
 » All security systems must be up to date 

and maintained by authorized personnel;
 » Minimized IP entry and services;
 » Ensure that anti-virus and Malware are 

installed and regularly updated;
 » Maintain cyber-attack preparation;
 » Manage security of individual accounts.

CIP-008: Reporting and
Response Preparations

 » All incidents must be reported 
and analyzed;

 » A cyber response team must be prepared 
to respond quickly via a Cybersecurity 
Incident Response Plan;

 » Ensure that track & report programs are 
in place.

CIP-009: All BES Systems Must Contain a 
Recovery Plan

 » All cyber systems must be evaluated and 
regenerated for bulk electronic systems 
following a cyber-attack;

 » Any damaged, destroyed, or failed assets 
must have a recovery plan.

CIP-010: Configuration Change Management 
and Vulnerability Assessments

 » Current composition for security must be 
monitored for any unverified changes;

 » Annual security risk assessment to verify 
the baseline configuration is required;

 » Annual security risk assessment for cyber 
vulnerabilities is required;

 » Any and all system changes must
be documented.

CIP-011: Information Protection
 » All private information must be preserved 

and protected;
 » Control any and all access to 

informative repositories;
 » Maintain secure networks for sensitive 

data in transit.

CIP-014: Physical Security
 » Physical property must be secured;
 » Determine the most vulnerable places in 

a facilities system;
 » Assess and document any weak areas 

that intruders may use as a means 
of attack;

 » Incorporate physical barriers to improve 
the security;

 » Undergo third party review of physical 
security precautions.

 »
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How to Ensure and 
Meet NERC CIP 
Compliance

1. Complete a Draft Audit
In many businesses, generating audits allow for an efficient 
financial and procedural inspection of an individual or an 
organization’s accounts for possible weak holes and/or thriving 
factors. Generally, many individuals and companies will practice 
what they desire to express prior to an important meeting or 
event. A mock audit enables you to learn from the experience, 
hear potential questions and gain an understanding of what it 
takes to succeed. 

2. Express Your Work
In many cases, auditors won’t simply accept a straight-forward 
answer, but will demand that you present definitive proof of how 
you arrived at your intended answer. This enables the auditor 
to know that you have fully grasped the concept and truly 
understand its purpose. Once successfully presented the proof, a 
sense of trust would be defined. 

3. Stay Aware of all NERC CIP Compliance 
Standards
It’s crucial to let the auditor know that you fully understand each 
compliance standard and have successfully followed each and 
every requirement. There may be times when the auditor asks 
you questions on a specific standard, so it is important to remain 
prepared for all outcomes in order to maximize the efficiency and 
productivity of your entity. 
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The United States and Canada has given 
the NERC CIP the ability to impose fines, 
sanctions and other punishments against 
any and all owners, operators, and/or users 
of bulk electric systems who have violated 
any compliance standard. NERC CIP has 
the power to fine up to $1 million per day, per 
violation to any of these groups, provided 
that they had indeed violated the NERC CIP 
requirements and standards. All violations 
composed within the NERC is categorized 
into a specific Violation Security Level (VSL). 

 » Lower VSL: The performance or product 
measured almost meets the full intent of 
the standard;

 » Moderate VSL: The performance or product 
measured meets the majority of the intent of 
the standard;

 » High VSL: The performance or product does 
not meet the majority of the intent of the 
standard, but does manage to meet a small 
portion of the intent;

 » Severe VSL: The performance or product 
does not meet the intent of the standard.

NERC CIP 
Violations06

Largest NERC CIP Fine in History

The NERC announced the largest public NERC CIP fine07 ever 
given, as a price of $10 million was fined in response to 127 
separate violations across an unnamed organization. The violation 
contravened each of the CIP standards, and nearly all the violations 
were directly self-reported by the entity as only 13/127 were 
discovered during an audit. The self-reports began arriving in 2015 
and continued up until 2018. 

The NERC has in fact decided to share the violation with the Notices 
of Penalty so that organizations across the industry can see how the 
company violated the CIP standards and what other companies can 
do to prevent such circumstances.

06 Compliance Guidelines - https://complianceguidelines.com/nerc-compliance.htm
07 NERC Penalty - https://complianceguidelines.com/nerc-compliance.htm

https://complianceguidelines.com/nerc-compliance.htm
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2605_Part%201.pdf
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Payment Card Industry Data Security 
Standard Compliance (PCI DSS)

PCI DSS Compliance: What is it?08

PCI DSS compliance is an extensive set of standards and regulations that state that all merchants 
and service providers who store, process, or transmit customer payment card data must all contain 
secured control policies and procedures. Through the use of PCI DSS standards, sever hosting 
policies are conducted to ensure the security of the environment in the presence of a credit card 
processing. The standards are continuously updated by the PCI Security Standards Council 
when needed. 

The PCI Security Standards Council09 are primarily responsible for managing the security standards, 
while compliance with the PCI Security Standards are enforced by the payment card brands. There 
are currently 12 PCI DSS standards in play, and they all apply to organizations that are involved in 
storing, processing, or transmitting cardholder information. 

The Importance of PCI DSS Compliance
According to the 2018 Verizon Payment Security Report10, only 52.5% of all organizations are 100% 
PCI compliant, of which 39.7% of companies are American. Considering the U.S. contains some 
of the largest companies in the world, it’s evident that since such a low percentage of American 
companies are fully PCI compliant, many businesses could be in jeopardy. When companies are 
PCI DSS compliant, they place their organizations in a position where their data is fully secured, 
customers trust in the companies’ capabilities, and in the event of a data breach, PCI DSS can help 
lower potential fines and lawsuits placed on the company. The importance of PCI DSS is evident for 
both businesses and customers. At the end of the day, the customers are giving these organizations 
permission to handle their personal information, and should the information be stolen, there contains 
several repercussions beyond just a simple theft. By being PCI DSS compliant, businesses can 
enhance and induce trust in its security, clients, and the overall brand. 

08 PCI DSS Compliant - https://www.volico.com/services/colocation/certifications-and-compliance/pci-compliant/
09 PCI Security Standards Council - https://www.pcisecuritystandards.org/
10 2018 Payment Security Report - https://enterprise.verizon.com/resources/reports/2018_payment_security_report_en_xg.pdf

https://www.volico.com/services/colocation/certifications-and-compliance/pci-compliant/
https://www.volico.com/services/colocation/certifications-and-compliance/pci-compliant/
https://www.pcisecuritystandards.org/
https://enterprise.verizon.com/resources/reports/2018_payment_security_report_en_xg.pdf
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PCI DSS Compliance 
Standards

1. Install, setup and maintain a secured firewall 
to protect the cardholder data;

2. Do not use vendor-supplied defaults for
system passwords and other security 

3. Ensure the protection of all stored and 
processed cardholder data;

4. Encrypt transmission of cardholder data 
across open and public networks;

5. Protect all systems against malware and anti-
virus software and ensure they are up to date;

6. Develop and maintain secure systems 
and applications;

7. Restrict all access to cardholder data;

8. Assure that each person with computer 
access has their own unique ID;

9. Restrict physical access to cardholder data; 

10. Monitor and log all activity on the system;

11. Regularly test all security systems 
and processes;

12. Maintain a policy that addresses information 
security to all employees.

How to Meet PCI DSS Compliance

In order to achieve PCI DSS compliance, it is important to primarily ensure that you are meeting all 
the PCI DSS standards, and are continuously checking your compliancy efforts and actions. The PCI 
Security Standards Council has created a three-step model to assist in ensuring that you meet the 
PCI DSS compliance standards.11 

Three-step model for ongoing compliance
PCI compliance is not linear but moves in a continual circle, transitioning repeatedly through these three stages

Assessment: Thjrough scoping, note card data that must protected, and recognize 
technology and operations invoved in transaction. Assess these element for vulnerability.

Remediation: Solve any vulnerability issues and offload any sensitive data you don’t need

Reporting: Creating and send necessary documentation to payment card firms and 
merchant acquirers.

11 PCI Requirements - https://www.atlantic.net/pci-hosting/requirements/

parameters;

https://www.atlantic.net/pci-hosting/requirements/
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How to Maintain PCI 
DSS Compliance

Maintaining PCI DSS compliance requires you to engage 
with PCI compliant credit card processors and banks. As 
the primary mission of compliance is to safely secure data, 
the protection of this information is only significant if that 
information continuously remains protected across the entire 
transaction cycle. First, it is crucial to employ efficient data 
security practices into your organization and have regular 
audits & quality monitoring of your PCI compliant data. In 
order to successfully secure your PCI compliant data, we 
have provided 4 key factors to imply:

1. Locate and classify all sensitive information;

2. Identify which users belong and ultimately determine 
who has the right to access what data;

3. Manage Access Control and remove any and all 
Global Access Groups;

4. Monitor the data by auditing and reporting on each and 
every file/event on a regular basis.
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PCI DSS Compliance 
Violations & Penalties12

1. Non-Compliant

 » According to the PCI Compliance Blog13, payment brands have the power of fining an 
acquiring bank of $5000-$100,000 per month for violating the PCI compliance standards, 
regulations, and requirements;

 » These fines typically depend on the volume of clients, transactions, the level of PCI DSS that 
the company should have reached, and the time frame for which the organization has been 
non-compliant;

 » Generally, these fines are not published or reported to the public, but are passed on to the 
merchants, and the banks will either decide on terminating your relationship or increasing 
transaction fees.

2. Merchant Level

 » Is associated with the number of 
transactions that are processed per year 
and the number of months spent in 
non-compliance;

 » Level 1: 6 million+ transactions per year
 » Level 2: Between 1 and 6 million 

transactions per year
 » Level 3: Between 20,000 and 1 million 

transactions per year
 » Level 4: Less than 20,000 e-commerce 

transactions

3. Penalties Even If You’re in Compliance – 
Fines, Lawsuits, Relationships

 » If your company has undergone a data 
breach, where protected card information 
of any bank holder has been stolen, these 
banks can fine from $50-$90 per card 
holder whose information has 
been endangered;

 » Termination of relationship between your 
organization and its bank processor;

 » Possible lawsuit;
 » Significant loss of trust between the 

specific bank processor and 
the organization.

Month Level 1 Level 2

1 - 3 $10,000 monthly $5,000 monthly

4 - 6 $50,000 monthly $25,000 monthly

7+ $100,000 monthly $50,000 monthly

12 Penalties for Non-Compliance - https://www.cloudworldwideservices.com/en/penalties-for-noncompliance-gdpr-mifidii-pci-dss/
13 What are the Penalties for Non-Compliants? - https://www.pcicomplianceguide.org/faq/#15

https://www.cloudworldwideservices.com/en/penalties-for-noncompliance-gdpr-mifidii-pci-dss/
https://www.pcicomplianceguide.org/faq/#15
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Case 
Study
Target Corporation
In 2013, one of the worlds largest retail companies, Target Corporation14, 
was hacked during a busy holiday season and was sentenced to pay $18.5 
million in response to an infringement that affected more than 41 million 
consumers, leading to the exposure of personal contact information of more 
than 60 million customers. This ultimately forced a revenue loss of $440 
million in the first quarter of the year after the breach. Target has since 
overhauled its security systems and successfully settled other lawsuits that 
were related to the breach. 

14 Target Settlement - https://www.reuters.com/article/us-target-cyber-settlement-idUSKBN18J2GH

https://www.reuters.com/article/us-target-cyber-settlement-idUSKBN18J2GH


COMPLIANCE SECURITY REPORT

The Federal Information Security 
Management Act Compliance (FISMA)

FISMA: What is it?
The Federal Information Security Management Act (FISMA)15 is a United States federal law that is 
part of the larger E-Government Act of 2002. The law was out in place to ensure that federal agencies 
were developing, documenting, and implementing some form of information security and protection 
program. The role of FISMA is to successfully reduce the security risk of compromised information 
and data while managing federal spending on information security. 

FISMA compliance was established through the guidelines set by FISMA and the National Institute of 
Standards and Technology (NIST). NIST is responsible for maintaining and updating the compliance 
documents as directed by FISMA. The scope of FISMA has continuously increased in order to include 
state agencies administrating federal programs such as Medicare. 

FISMA: Who Needs to Follow?
When FISMA originally debuted in 2002, only federal agencies were required to follow these 
standards. Over time, the law has evolved to cover state agencies that manage federal programs, as 
well as companies under contract with specific federal agencies.

In addition, private sector companies such as Deloitte Private that do business with federal agencies, 
also must follow the FISMA standards as they adhere to the same information security regulations as 
the federal agency. 

Key Benefits of Being FISMA Compliant
 » Elevated information & data security

of agencies;
 » Reduces information technology related 

costs to the federal government;

 » Enables private sector contractors to 
conduct business with federal agencies;

 » Protects citizens’ private data.

15 FISMA - https://www.cisa.gov/federal-information-security-modernization-act

https://www.cisa.gov/federal-information-security-modernization-act
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FISMA Compliance 
Requirement’s16

Information System Inventory
 » All federal agencies working with the 

government are required to keep an 
inventory of all the information 
systems used;

 » The organization must identify the 
integrations between the information 
systems and other systems that are using 
the same network.

System Security Plan
 » Agencies must create a security plan that 

is regularly updated and maintained;
 » The plan should cover aspects such as 

security policies & procedures, security 
controls within the organization, and a 
timetable for the introduction of 
future controls.

Security Controls
 » NIST SP 800-53 outlines an extensive 

set of recommended security controls 
that each agency has the option of 
implementing to ensure the security of 
their respective organizations;

 » FISMA suggests that agencies implement 
the controls that are relevant to their 
organization and systems;

 » Once the appropriate controls have been 
selected, implemented, and met the 
security requirements, the organizations 
must document the selected controls in 
their system security plan.

Risk Assessments
 » Each agency should conduct risk 

assessments to approve its security 
controls and determine if any additional 
controls are needed to further protect 
the organization;

 » According to the NIST guidelines, risk 
assessments should be three-tiered to 
identify security risks at the organizational 
level, the business process level, and the 
information system level.

Certification and Accreditation
 » Once the system documentation and 

risk assessment have been completed, 
the system’s controls must be annually 
reviewed and certified to ensure risk levels 
are kept to a minimum level;

 » The certification and accreditation process 
is defined in NIST SP 800-37 “Guide for 
the Security Certification and Accreditation 
of Federal Information Systems”.

Risk Categorization
 » Organizations are required to categorize 

their information and data systems in 
the order of risk to ensure that sensitive 
information contains the highest level 
of security.

Continuous Monitoring
 » All accredited systems are required to 

monitor a selected set of security controls 
and the system documentation should be 
updated regularly.

16 What is FISMA Compliance? - https://digitalguardian.com/blog/what-fisma-compliance-fisma-definition-requirements-
penalties-and-more

https://digitalguardian.com/blog/what-fisma-compliance-fisma-definition-requirements-penalties-and-more
https://digitalguardian.com/blog/what-fisma-compliance-fisma-definition-requirements-penalties-and-more
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How to Meet 
FISMA Compliance 

1. Classify Information Regularly
 » Classifying all data based on its sensitivity upon being 

created helps the agency prioritize security controls 
and policies in order to implement the highest levels of 
security to the most sensitive pieces of information. 

2. Automatically Encrypt Sensitive Information
 » Generally, it is crucial to educate all employees 

within an organization on how to encrypt sensitive 
information based on its classification level or when it 
is placed at risk.

3. Maintain Written Evidence of FISMA Compliance
 » Assure that you are keeping up to date on the FISMA 

audits by maintaining descriptive records of all steps 
taken to attain FISMA compliance.

How to Maintain FISMA Compliance
In order to maintain FISMA compliance17, agencies should consider using a specific tool or a set of 
tools that can do the following:

 » Validate that devices have been 
configured through a security process

 » Validate that systems and security patches 
have been applied across all systems in 
the organization

 » Monitor system logs to ensure the security 
of all information 

 » Block any malicious and suspicious 
activity occurring in the system and notify 
the organization

 » Discover network devices and get an 
inventory of systems and software 
installed on your network

FISMA Compliance Violations & Penalties
1. Direct – Loss of Federal Funding

2. Indirect – Poor Cybersecurity Infrastructure 

3. Direct – Potential Government Hearings

4. Indirect – Reputational Damage 

5. Direct – Censure from Future Contacts

17 Compliance Guidelines - https://complianceguidelines.com/fisma-compliance.htm

https://complianceguidelines.com/fisma-compliance.htm
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How BioConnect Can Help 
Ensure Your Compliance

 » Our cyber security experts and IT Teams contain 
skilled & experienced minds who utilize a risk and 
strategic value-based approach in ensuring that 
your organization meets and maintains all the 
compliancy standards, requirements, 
and regulations;

 » Our new Unified Mobile Access Control Solution 
provides a universal method of incorporating 
mobile 2-factor authentication to ensure the 
protection of all critical cyber assets;

 » BioConnect’s Mobile Biometric Authenticator and 
Administration Console offers 2-factor biometric 
authentication, event logs configured to help your 
organization capture security, authentication, and 
privileged user activity information;

 » We offer top of the line biometric access control 
hardware & integration software to protect all 
Electronic Security Perimeters, and meet data 
security and encryption standards;



Trusted By Leading 
Organizations



See a Solution that fits your Needs? 
BioConnect can Help. 

www.bioconnect.com
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